WH®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIMXCS

C KaKabIM TOZIOM MOJIO/IE’KH B UHTEPHETE CTAHOBUTHCS OOJIBIIE, a IIKOJIBbHUKH OJTHU U3
CaMbIX aKTUBHBIX I10JIb30BaTenei Pynera. Mexay TeM, IOMUMO OTPOMHOI'O KOJINYECTBA
BO3MO>KHOCTEH, MHTEPHET HECET U MPOOJIeMbl. DTa MaMsATKa JOHKHA TOMOYb TeOe

0e301acHO HaXOAUTHCS B CETH.
KomnbroTepHbie BUPYChI

KomnproTepHblil BUPYC - 3TO pa3HOBUIHOCTh KOMIIBIOTEPHBIX MTPOTPAMM, OTINYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CITIOCOOHOCTH K Pa3MHOXKEHUIO. B omosiHeHue kK aTtomy,
BUPYCHI MOTYT MTOBPEUTDH WIIN MOTHOCTBIO YHUUTOXXUTH BCE (Paiiiibl U JaHHbIE,
MOIKOHTPOJIbHBIC MTOJIB30BATENI0, OT UMEHHU KOTOPOTo ObliIa 3ammyIeHa 3apaKeHHas
porpaMmma, a Tak»Ke MOBPEIUTh WK JJaXKe YHUUTOKUTH OTEPALIMOHHYIO CUCTEMY CO BCEMU

(aiinamu B ejaoM. B O0JIBIINHCTBE CllydaeB pacpOCTPAHAIOTCS BUPYChI UEPE3 UHTEPHET.
MeToabl 3alIIUTHI OT BPEOHOCHBIX IPOrPaMM:

1. Vcnionib3yii COBpEMEHHBIE ONEpalMOHHbIE CUCTEMBI, UMEIOIUE CEPhE3HbII YPOBEHD

3alUTHI OT BPEIOHOCHBIX IPOrPaMM;

2. IlocrositHHO ycTaHaBIMBa mauTu (MG POBBIE 3aMJIATKH, KOTOPhIE aBTOMATUYECKU
YCTaHABJIMBAIOTCS C LEIBIO TOPA0OTKU MPOTPAMMBI) U IPyrue OOHOBJIECHUS CBOCH
omneparmoHHoM cucteMbl. CKkaunBail UX TOJBKO ¢ o(puIMaIbLHOTO caifta pazpadborunka OC.

Ecan CymeCTBYCT PCIKUM aBTOMATHUYICCKOTI'O O6HOBJ’ICHI/I$I, BKJIFOYH €TO,

3. PaboTaii Ha cBOeM KOMIMIBIOTEpE TI0]T TTpaBaMU IMOJIb30BATENS, 2 HE aIMUHUCTpATOPa. ITO
HE MO3BOJIUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTAINTUPOBATHCS HA TBOEM

MNEpPCOHAJILHOM KOMIIBIOTEPE,

4. Mcnonb3yil aHTUBUPYCHBIE MPOIPAMMHBIE IPOIYKTHI U3BECTHBIX TPOU3BOIUTEIIEH, C

aBTOMATUYECKUM OOHOBJIEHHEM 0a3;
5. Orpanunub HpU3NUECKUA JOCTYN K KOMIBIOTEPY JIJIsl TOCTOPOHHUX JIULL;

6. Mcnonp3yil BHEIIHKWE HOCUTENH HH(OPMAILINH, TaKue Kak (remika, TucK nin (aiin u3

HHTCPHCTA, TOJILKO U3 ITPOBCPCHHBIX HCTOYHHUKOB;



7. He oTkpbIBaii KOMITbIOTEpHBIE (haiiiIbl, TOTYYSHHbBIE U3 HEHAIEKHBIX HCTOUHUKOB. J{axe
Te (paiiybl, KOTOPHIE MPUCIIAT TBOW 3HaKOMBIH. Jlyullle yTouHM y HEro, OTHpaBsii U OH TeOe

Ux.
Ceru WI-FI

Wi-Fi - 5T0 He BHJ mepeiayn JaHHBIX, HE TEXHOJIOTHSI, a BCETo JIMIIbL OpeH 1, Mapka. Eiie B
1991 rony Huaepaanackas koMmmanus 3apeructpuponaia opern "WECA", 9yto 0603Ha9ao

cinoBocoueranue "Wireless Fidelity", koTopsiif mepeBoguTCs Kak "GecrnpoBoiHAs TOUHOCTS".

Jlo Haiero BpeMeHu Jloliia ipyras abopeBuaTypa, KoTopas sSBJIsSIeTCS TaKOU ke
TexHosoruen. 9to abbpesuarypa "Wi-Fi". Takoe Ha3BaHue OBLIO 1TaHO C HAMEKOM Ha

CTaHAapT BbIcIel 3ByKOBOM TexHUKU Hi-F1, 4TO B mepeBoje o3Havaer "BbICOKask TOUHOCTh'.

Ja, OecrinaTHbIA UHTEPHET-A0CTY B Kade, OTEeNIX U a’dponopTax sBISETCS OTIIMYHOU
BO3MO>KHOCTBIO BbIX0/1a B UHTEpHET. HO MHOTHE 3KCIEPTHI CUUTAIOT, YTO OOILEAOCTYITHbIE

Wi-Fi cetu He sSBIAIOTCS 0€30IMaCHBIMH.
CoBeTbl 110 0€30MaACHOCTH PadOTHI B 001IeI0CTYNMHBIX ceTsax Wi-fi:

1. He nepenapaii cBoro imuHyro uHbopManuio yepes oomenoctynabie Wi-Fi cetn. PabGoras

B HHUX, JXCJIATCJIbHO HC BBOJAWUTD IIAPOJIU AOCTYIIA, JOTHMHBI U KAKHC-TO HOMCPA,

2. cnionb3yit 1 OOHOBJISIH aHTUBUPYCHBIE TPOTrpamMMBbl U OpanaMayep. Tem cambIM Thl

oOe3ormacuiiib ce0si OT 3aKaYyKH BUpyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnons3oBanuu Wi-Fi otkimroun pynkiuto "O0muii qoctyn K daitiam u
npuntepam". JlanHas (GyHKIUS 3aKphITA [0 YMOJTYaHHIO, OJHAKO HEKOTOPBIE MOJIb30BATEIH

aKTUBUPYIOT €€ Il y00CTBa UCTIOIb30BaHUs B paboTe Uin yueoe;

4. He ucnons3yit nyonuunsii WI-FI my1s nepenaun TMYHBIX JaHHBIX, HAIPUMED ISl BBIXO/A

B COOMAJIBHBIC CECTU UJIN B 3JICKTPOHHYIO ITOYTY,

5. Ucnonb3yit Tonbko 3antuiiennoe coequnenue uepe3 HTTPS, a ue HTTP, T.e. npu Habope

BeO-aapeca BBoau uMeHHO "https://";



6. B MobunsHoM Tenedone otkimoun ¢pynkiuio "Tloakmouenue k Wi-Fi aBTomatuuecku".
He nomyckait aBToMaTH4ecKOro MOAKII0UEeHHS yCTpoicTBa K ceTssm Wi-Fi 6e3 TBoero

corJiacus.
CoumnajbHble CeTH

CorMasbHbIC CETH aKTUBHO BXOJISAT B HAITY )KM3Hb, MHOTHE JIFOJM PA0OTAIOT M KUBYT TaM
MMOCTOSTHHO, a B Facebook yxe 3aperucTpupoBaH MUIUTAAP] YETIOBEK, YTO SBIISCTCS OTHOM
CEeIbMOI BCEX KHTEJICH TUIaHeThl. MHOTHE MOJIb30BATENIM HE TOHUMAIOT, YTO HH(pOpMAaIus,
pa3MeIIeHHAss UMH B COIMATBHBIX CETSX, MOXKET OBITh HAalICHA U UCIIOIb30BaHa KEM

YTOJIHO, B TOM YHUCJIE HE 00513aTEJIbHO ¢ OJariMu HaMEpPEHUSIMU.
OCHOBHBIE COBETHI IO O€30MACHOCTH B COILMAJILHBIX CETAX:

1. Orpanuub cnucok apy3eil. Y 1e0s B Ipy3bsSX HE JOJKHO OBITh CIIyYailHbIX U HE3HAKOMBIX

JIIOJICH;

2. 3amuinaii CBOI 4acTHYIO xu3Hb. He ykasbiBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POKJIEHUS U JPYTYIO JUYHYIO HHGOPMAITNIO. 3TOYMBIITUICHHUKHA MOTYT UCIIOJIb30BaTh TaKe

MH(}OpMAIUIO O TOM, KaK Thl U TBOM POJAUTEIIN MJIAHUPYETE TPOBECTH KAHUKYIIBL;

3. 3amuiai CBOI pemyTaluIo - IEPKH €€ B YUCTOTE U 3ajJ1aBail cede BOMPOC: XOTel OblI ThI,
4YTOOBI JIpyTHE MOJIb30BATEIM BUACIHU, YTO ThI 3arpyskaeiib? [Togymaii, mpex e yeM 4To-To

OMmyOJIMKOBATh, HATUCATh U 3arPY3UTh;

4. Eciiu Thl TOBOPHILIB C JIFOJIbMU, KOTOPBIX HE 3HAEIIb, HE UCIIOJIB3YH CBOE PEATbHOE UMS U

IPYTYIO JUYHYIO0 HHPOPMAIUU: UMSI, MECTO KUTEILCTBA, MECTO YUeObI U MpOYEE;

5. N36erait pazmemenus pororpaduii B UntepHeTe, riae Tl H300pakeH Ha MECTHOCTH, T10

KOTOpOfI MOJKHO OIIPCACIINTE TBOC MCCTOIIOJIOKCHUC,

6. IIpu perucrpaiiviu B COMMAIBHON CETH HEOOXOIUMO MCIIOJIH30BaTh CIIOKHBIE TTAPOJIH,

cocrosime u3 OykB 1 1udp U ¢ KOJIMIECTBOM 3HAKOB HE MEHEE &;

7. JInst counanbHON CETH, MOYTHI U APYTUX CAUTOB HEOOXOAMMO UCIIOIB30BaTh Pa3HbIE
naposu. Toraa ecinu Te€0s B37IOMAOT, TO 3JI0YMBIIIJIEHHUKY MOIyYaT JOCTYI TOJIBKO K

OJTHOMY MECTY, a HE BO BCE cpasy.



DJIEKTPOHHBbIE JeHbIH

DJEeKTPOHHBIE JCHBIU - 3TO OYEHb YIO0OHBIN CIOCO0 IIaTexel, OJHAKO CYIIECTBYIOT

MOIICHHUKH, KOTOPBIC XOTAT IIOJIYUHUTh 3THU JICHbI'U.

3J’I€KTpOHHBIe JACHBI'M ITOABUJIMCH COBCEM HCAABHO U MMCHHO H3-3a 5TOI'O BO MHOT'HMX

rocygapCrBax 10 CHUX IIOp HC IIPOITMCAHO ITPO HUX B 3aKOHAX.

B Poccun e oHr QyHKIIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, TJIe UX Pa3/IelsaioT Ha
HECKOJIbKO BUJIOB - aHOHUMHbBIC U HE aHOHUMHBIE. Pa3HuUIIa B TOM, YTO aHOHUMHBIE - 3TO TE,
B KOTOPBIX pa3peliaeTcs MPoBOIUTh ONepanuu 0e3 UIeHTU()UKAIIMN TT0JIb30BATEINs, a B

HCAaHOHHNMHBIX I/I,ZICHTI/I(l)I/IKaI_[I/IH IT0JIb30BaTENIs SIBJISICTCS 00SI3aTEILHOM.

Taxxe CICAYCT pa3jindaTh 3JICKTPOHHLIC (1)I/IaTHI>Ie JCHBI'N (paBHI)I rocya1apCTBCHHbBIM

BAJIIOTaM) U AJICKTPOHHBIE He()UATHBIC ICHBI'U (HE PABHBI FTOCYIAPCTBEHHBIM BalIOTaM ).
OcHOBHBIE COBETHI IO 0€30MaCHON padOTE C AAEKTPOHHBIMU JIEHbIaMU:

1. [IpuBsiku K cueTy MOOMIIBHBIN TenedoH. ITo caMmblidl yIOOHBIA U OBICTPBII CIOCOO
BOCCTAHOBUTH AOCTYN K cueTy. [IpuBs3aHHbIi TenedoH NOMOXKET, eciiv 3a0yAelllb CBOU

IJIATEKHBIN MTapOJIb WK 3alJICIIb HA CAUT C HE3HAKOMOI'O YCTPOKCTBA,

2. Ucnonw3yit onHopa3oBkie mapoiu. [locie mepexo/ia Ha yCUIIGHHYIO aBTOPU3aINI0 Te0e

yKe He OyJIeT yrpoKaTh OMACHOCTh KPaXKu WJIW MepexBaTta IJIaTe:KHOTo MapoJis;

3. BoiOepu croxxHbli napodib. [IpecTynHukam OyAeT He MPOCTO yrajaaTh CIOKHBIN Napob.
HanexHble maponu - 3T0 napoJiv, KOTOPBIE COJIEPKAT HE MEHEE 8 3HAKOB M BKIIFOYAIOT B
ceOst CTpOYHbIE U MPONHCHBIE OYKBbI, IU(PBI U HECKOJIBKO CUMBOJIOB, TAKUE KaK 3HAK

nosuiapa, pyHTa, BOCKJIMIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;
4. He BBOJIM CBOM JINYHBIE JAHHBIE HA CATax, KOTOPBIM HE JIOBEPSCILIb.
JJIeKTPOHHAA MOYTA

9J’ICKTpOHHa$I Imo4Ta - 9TO TEXHOJIOIUA U IPEAOCTABIIACMBIC CIO YCIIYTHU I10 IEPECBIJIIKE U
IMOJIYUYCHUIO DJICKTPOHHBIX COO6HICHPII>1, KOTOPLBIC paCIIpCACIIAIOTCA B KOMHBIOTCpHOﬁ CCTH.

OOBIYHO NIEKTPOHHBIN MOYTOBBIN SAITUK BBITIISIAT CIASAYIOMAM 00pa3oM:



uMs_TIOJIb30BaTesA(@uMsl_oMeHa. Taxke Kpome mepeaayu mpocToro TeKCTa, UMeeTcst

BO3MOXHOCTbH Mepe1aBaTh (pailyibl.
OcHOBHBIE COBETHI 110 0€30MacHON paboTe C IEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh npaBUiIbHBINA OYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBII BBIOOP
OecIIaTHBIX TOYTOBBIX CEPBUCOB, OJJHAKO JIyUllle TOBEPSTh TEM, KOTO 3HAEIIb U KTO MEPBBIN

B PEUTHHTE;

2. He yka3piBail B TUYHON nouTe TUYHYIO HH(popManuio. Hammpumep, stydie BHIOpaTh

"My3bIkanbHbIN  paHaT@" win "pok2013" BmecTo "Temal3";

3. Mcnonb3yil ABYX3TAHYIO aBTOPU3ALUIO. DTO KOT1a IOMHUMO AP0 HY>KHO BBOIAUTH KOJI,

npuckUIaeMblil o SMS;

4. Be106epu CJI0KHBIN TTapotib. [[1s KaXK10ro MOYTOBOTO SIIHUKA JOJDKEH ObITh CBOM

HAJIC)KHBIM, yCTOMYMBBIN K B3JIOMY apOJIb;

5. Ecnu ecTb BO3MOKHOCTB HaIMCaTh CaMOMY CBOM JIMYHBIN BOIIPOC, UCIIOIB3YH Ty

BO3MO>KHOCTD;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SIITUKOB. [IepBhIil 111 4aCTHOW MEPETUCKH C
azpecaTtaMy, KOTOPBIM Thl TOBEPSIEIIb. DTO 3IEKTPOHHBIN aApeC HE HAZ0 UCIIOIb30BaTh IIPU

peructpaunu Ha (popyMax U cairax;

7. He oTkpsiBail (hailsibl U Apyrue BIOKEHUS B MUChMaX, JaXXe €CJIM OHU MPUIILITH OT TBOUX

npy3ei. JIyuie yTouHH y HUX, OTIIPABIISUIN JIX OHU TeOe 3TU (ailiibl;

8. ITociie okoH4YaHMs pabOTHl HA TOYTOBOM CEPBHCE MEpPe]] 3aKPHITUEM BKIIAJIKK C CAUTOM HE

3a0yap HaXaTh Ha "BeiidTi".
Ku6epOysimHr Wiin BUPTyaibHOE U3/1€BATEIbCTBO

KubepOymnuHr - mpeciieoBaHue COOOIMICHUSIMU, COJIEPIKAIMMU OCKOPOJIEHUS, arpeCcCHIo,
3aIyTUBaHUE; XYJUTAaHCTBO; COIMMAIbHOE OOMKOTHPOBAHUE C TIOMOIIBIO PA3TUIHBIX

HHTCPHCT-CCPBUCOB.

OCHOBHBIE COBETHI 110 00phOE ¢ KHOEPOYIITMHTOM:



1. He G6pocaiics B 00it. JIydmmii crmoco0: MOCOBETOBAThCS Kak ceOst BECTH U, €CITU HET TOTO, K
KOMY MOHO OOpaTUThCSI, TO BHAYAJIEC YCIIOKOUTHCS. ECiu Thl HAUHEIIh OTBEUYATh

OCKOPOJIEHUSIMU Ha OCKOPOJICHHUSI, TO TOJIBKO €Ille OOJIbIIIE Pa30kiKellb KOH(DIUKT;
2. Yrpaisii cBoel KubeppemnyTaimei;

3. AHOHUMHOCTb B CETU MHUMas. CYHIGCTBYI-OT CITOCOOBI BbBIICHHUTDL, KTO CTOUT 3a

AHOHHNMHBIM aKKayHTOM;

4. He cTouT BeCcTH XyJIUTaHCKUI 00pa3 BUPTyalbHOM ku3HU. IHTepHET puKcupyeT Bce TBOU

JICUCTBUA U COXPAHSET UX. Y JAIUTh UX OyJIeT KpalHe 3aTPyIHUTEIIBLHO;
5. CoOmrof1ail CBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. Urnopupyii ennHUYHBIN Heratus. OJJHOPa30BbIe OCKOPOUTETBHBIE COOOIIEHUS TyUIlIe

HUTHOPHUPOBATD. OOBIYHO arpeCCu:A MnpeKpamacTcga Ha HavyaJIbHOU craauu,

7. ban arpeccopa. B IIporpamMmmax 0O0MeHa MTHOBEHHBIMU COO6IHGHI/IHMI/I, B COIMAJIBHBIX

CETSAX €CTh BO3MOKHOCTh OJIOKMPOBKH OTIIPABKH COOOILIEHU C ONPEIEICHHBIX aJpECOB;

8. Eciiu ThI cBUAETENb KUOEPOYIMHTa. TBOM AEMCTBUS: BHICTYIUTH IPOTUB
Mpeciie1oBaTes, MoKa3aTh EMy, YTO €ro JCMCTBUS OLICHUBAIOTCS HETAaTUBHO, MOJEPKATh
KEpPTBY, KOTOPOH HyXHa IICUXOJOTHYecKasi IOMOIIlb, COOOIIUTE B3POCIBIM O (paKTe

arpecCUBHOIO MOBEACHUS B CETH.
MooOuibHbIN TesedoH

CoBpemeHnHbIe cMapT(HOHBI U TIJIAHIIETHI COJIEPkKaT B ce0e BIOJIHE B3POCIbIM (yHKIIMOHAI, U
TEeNEepb OHU MOTYT KOHKYPHUPOBATh CO CTAIIMOHAPHBIMU KOMITbIOTEpaMu. OHAKO, CPEJICTB
3aIUTHI JIs1 TOJIO0OHBIX YCTPOMCTB TIOKA OYEHb Majio. TeCTUPOBAHUE U TIOUCK YSI3BUMOCTEHN
B HUX MPOUCXOJIUT HE TaK MHTEHCUBHO, Kak jis 11K, To e camoe kacaeTcst 1 MOOMIIBHBIX

MIPUJIOKEHUM.

CoBpemeHHbIe MOOWIIbHBIE Opay3ephl YK€ MPAKTUYECKH JOTHAIU HACTOJIbHBIC aHAJIOTH,
OJTHAKO pacmupeHre (yHKIIMOHAA BICYET 32 COOO0M OOJIBIIYIO CJI0KHOCTh U MEHBIITYIO

3aIUIIEHHOCTD.



I[aHeKO HC BCC NIPOU3BOJUTCIIN BBIITYCKAIOT 06HOBHCHI/IH, 3aKPbIBAIOOIUEC KPUTUYCCKHC

YA3BUMOCTHU AJIAA CBOUX YCTPOﬁCTB.
OCHOBHBIE COBETHI JIISL 0e301aCHOCTH MOOMIIBHOTO TGJIG(i)OHaI

Huuero He siBnsieTcst mo-HacTosiemMy O0ecruiaTHeIM. byib ocTopokeH, Bellb Korja Tede

npcajiararoT OecIuIaTHBIN KOHTCHT, B HCM MOI'YT OBITH CKPBITBI KAKHUC-TO IINIATHBIC YCIIYTU,

Jymaii, npexe yeM otnpaButb SMS, ¢hoTo niau Bugeo. Thl TOYHO 3HACIIID, T/I€ OHU OYAYT B

KOHEYHOM HUTOre?
Heo6xo11umMo 0OHOBIISATH ONEPAIMOHHYIO CUCTEMY TBOETO cMapTQoHa;
Hcronp3yit aHTUBUPYCHBIE TIPOTPAMMBI JUTSI MOOMJIBHBIX TEIC(POHOB;

He Barpymaﬁ IMPUIIOKCHUA OT HCU3BCCTHOI'O HICTOYHHKA, BEIb OHU MOT'YT COACPKATDb

BPCAOHOCHOC IIPOIrpaMMHOC O6CCHC‘-ICHI/I€;

[locne Toro kKak Thl BEIMEIIb C CaldTa, I/I€ BBOJIWI JIMYHYIO MH(OPMAIIUIO, 32l B

HACTpOWKHU Opay3epa u yaanu cookies;
[Teproauaecku MpoBepsii, KaKKe TUIATHBIC YCIIYTH aKTUBHPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBOM HOMep MOOMJIBHOTO Tele(OoHa TOIBKO JIIOASM, KOTOPBIX Thl 3HACIIb U KOMY

JOBEpSICIIb;

Bluetooth momken ObITH BRIKITIOUEH, KOTIa ThI UM HE TIOJIb3yeIbes. He 3a0biBaii nHOT 1A

IIPOBEPSATH ITO.
Online urpsi

CoBpeMEHHBIE OHJIAMH-UTPHI - 3TO KPACOYHBIE, 3aXBATHIBAIOILE PA3BICUYCHUS,
0OBEUHSIONINE COTHU THICAY YEJIOBEK 10 BceMy Mupy. Urpoku uccneayroT 1aHHbIA UM
MUp, OOLIAIOTCS APYT C IPYTOM, BBITOJIHSIOT 3aJaHMsl, CPAKat0TCs C MOHCTPaMH U
MOJIYyYaroT OMbIT. 32 YA0BOJIBCTBUE OHU IUIATAT: MOKYNAIOT JUCK, OIIAYUBAIOT AOOHEMEHT

WJIM TIPUOOPETAIOT KAKHE-TO OIIIIHH.



Bce aTi cpeacTBa uayT Ha nmojAepKaHUE U Pa3BUTHE UTPHI, a TAKXKE Ha caMy 0€30MacHOCTb:
COBEPUIEHCTBYIOTCSI CUCTEMBI aBTOPU3ALINH, BBIITYCKAIOTCS HOBBIE TaTYX (LIU(PPOBBIE

3aIJIaTKU 7151 IPOrPAMM), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUrpax CTOUT OIIaCaTbCs HC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaKu TBOCTO

ImapoJrsi, Ha KOTOpOM OCHOBAHA CHUCTECMa aBTOPHU3alMU OOJBIIMHCTBA urp.
OCHOBHBIE COBETHI IT0 0€30ITaCHOCTH TBOETO HUI'PpOBOI0 aKKayHTa:

1. Ecnu apyroit urpok BeneT ce0s MiIoXo WK Co37aeT Tebe HENPUSITHOCTH, 3a0JIOKUpPY ero

B CIIMCKC UI'POKOB;

2. [Toxany¥icsa aIMUHUCTPATOPAM UTPHI HA IJI0XOE MOBEIEHNUE 3TOI0 UTPOKA, KETATEIBHO

MIPUJIOKUTH KAKUE-TO JI0KA3aTEIbCTBA B BUJE CKPUHOB;

3. He yxa3biBaii tnuHyo nHbopmMaiuio B mpodaiiie urpsl;
4. YBaxaii Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranapnuBaii Heo(puIimaabHbIe TaTYd U MOJIBI;

6. Mcnoib3yil CIOKHBIE U Pa3HbIE MAPOJIH;

7. J1axke BO BpeMs UTpbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [10Kka ThI urpaems, TBOM

KOMIIBIOTEP MOTYT 3apPa3UTh.
OUIIMHT WM KPaKa JUYHBIX JTaHHbIX

OOBbIYHOM Kpakel AeHET U IOKYMEHTOB CErOAHs YK€ HUKOI'O HE YJUBUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JI0YMBIIUIEHHUKHU IEPEMECTUIIUCH B UHTEPHET, U MPOJOJIKAOT

3aHUMATHCA " JTIOOUMEIM' JIEJIOM.

Tak mosiBUIaCh HOBasi yrpo3a: MHTEPHET-MOLIEHHUYECTBA WM (DUILIMHT, TJIaBHAS LI
KOTOPOTO COCTOUT B MOJYYEHUH KOH(PUIEHIINAIBHBIX JaHHBIX MT0JIb30BaTEIeH - IOTHHOB U
napoJsieii. Ha anrnuiickom s3bike phishing untaercs kak ¢pumunr (ot fishing - peionas

JIOBJIsA, password - TapoJib).

OCHOBHBIE COBETHI 110 0OPHOE C PUITUHTOM:



1. Cnenu 3a cBouM akkayHTOM. Eciu ThI To103peBaetiib, 4TO TBOSI aHKETa ObliIa B3JIOMaHa,
TO HEOOXOIMMO 3a0JI0KMPOBATH €€ U COOOUIUTH aIMUHUCTPATOPAM pecypca 00 3TOM Kak

MOJKHO CKOpEC,

2. HCHOHLSYﬁ Oe301acHbIe BC6-C&I>1TLI, B TOM 4YHCJIC, HTHTCPHCT-MAra3nHOB U ITIOMCKOBbBIX

CHCTEM;

3. Ucnonp3yii clioKHBIC U pa3HbIe Mapoiau. Takum o0pa3oM, eciid Te0s B3JIOMAIOT, TO
3JI0YMBIIIUICHHUKH TOJIy4aT JOCTYI TOJIBKO K OJTHOMY TBOEMY IIPO(HIIIO B CETH, a HE KO

BCEM;

4. Ecnu Te0st B3oMalid, TO HEOOXOUMO MPETYNPETUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE
n00aBJIEHBI Y T€0S B IPY3bsiX, O TOM, UTO T€Os B3JIOMaJIH U, BO3MOXHO, OT TBOETO UMEHU

OyJIeT pacchlIaThCs CllaM U CChUIKHM Ha (DUIIIMHTOBBIE CAUTHI;
5. YcranoBu HaaexHbid napois (PIN) Ha MOOWIBHBIN TenedoH;
6. OTKII0UM COXpaHEHHUe MaposIs B Opaysepe;

7. He oTkpsiBail (hailsibl U Apyrue BIOKEHUS B MUChMaX, JaXXe €CJIM OHU MPUIILITHA OT TBOUX

npy3eit. JIydie yToOuHH y HUX, OTIIPABIISUTHA JIX OHU Te0e ATH (paiiibl.

udposas penyrauus

[Mudposas penyraius - 3TO HETaTUBHAS WM MTO3UTHUBHASI HH(POPMAIIHS B CETH O TeOe.
Kommnpomerupytoras nagopmarius, pa3MeieHHas B MHTEPHETE, MOXKET CEPbe3HBIM
0o0pa3oM OTpa3UThCs Ha TBOEH peanbHOM u3HU. "LludpoBas penyranus" - 3T0 TBOW UMUK,

KOTOpbIH hopmupyeTcst u3 nuaHpopmanuu o Tede B UHTEPHETE.

TBOE MECTO KUTEIHCTBA, YueObl, TBOE (PMHAHCOBOE TIOJIOKEHHE, 0COOCHHOCTH XapaKkTepa u

pacCKasbl O OJIM3KHX - BCE OTO HAKAILJIMBACTCS B CETH.

MHorue noApoCTKH JIETKOMBICJICHHO OTHOCATCS K IMyOJIMKAIMK JIMYHOW HH(POpPMAITUHU B
HNuTepHeTe, HE TOHMMAsE BO3MOXKHBIX IMOCHEACTBUAN. ThI Jake HE CMOXKEILb JOTafaThCs O
TOM, 4TO oTorpadusi, pasmMerieHHas 5 JeT Ha3al, CTajla IPUIMHON OTKa3a MPUHATH TeOs Ha

pabory.



KommMmenTapuu, pa3menienue TBoux Gororpaduii u qpyrue 1eiMcTBUs MOTYT HE HCUE3HYTh
Ja)ke MoCJIe TOro, Kak Thl UX yAaJIUIIb. Thl HE 3HACIIb, KTO COXPaHWII ATY HH(POPMALHIO,
I10I1aJIa JIM OHA B IIOMCKOBBIE CUCTEMBI U COXPaHUJIACh JIM OHA, a TJIaBHOE: YTO NOJYMAIOT O
Te0e OKpY-KaIOIIKE JIFOAU, KOTOPbIE HAWIYT U YBUAAT 3T0. HaliTn nudopmaiuio MHOTO JieT
CILyCTSI CMOJKET JIF000H - KaKk U3 100pBIX MOOYKIEHH, TaK U C HAMEPEHUEM IPUUUMHUTD

Bpea. DTO MOXKET OBITh KTO YTOJTHO.
OCHOBHBIE COBETHI 110 3aIIUTE TU(PPOBOH peryTalUu:

1. [Togymaii, mpex e 4eM 4TO-TO IMyOJIMKOBATh U TIEpeIaBaTh y ce0s B OJIore Win B

COILIMAJILHOM CETH;

2. B HacTpoiikax npo(uiis yCTaHOBU OTpaHUYEHHS Ha IIPOCMOTP TBOETO MPOQPUIIS U €T0

COJIEP’KUMOT0, CAEIIAN €ro TOJIBKO "1t apy3ei’’;

3. He pa3memaii u He yka3biBail HH()OpPMAIHIO, KOTOPAsi MOXKET KOTO-THO0 OCKOPOJISTH WIH

0OMXaTh.
ABTOpPCKOE IPaBo

CoBpeMeHHbIE IKOJILHUKH - aKTUBHBIE TIOJIL30BaTeN 1U(poBoro npocrpaHcTBa. OaHaKO
JTaJIEKO HE BCE 3HAIOT, UTO MOJIh30BaHUE MHOTUMHU BO3MOKHOCTSIMU LIU(POBOTO MUpa

TpeOyeT coOJII0ICHUS TTpaB Ha UHTEIICKTYaJIbHYIO COOCTBEHHOCTD.

TepmuH "uHTEIEKTYalbHAS COOCTBEHHOCTD'" OTHOCUTCS K Pa3JIMYHBIM TBOPEHUAM
YeJIOBEUECKOr0 yMa, HAaUMHAas C HOBBIX M300PETEHUH U 3HAKOB, 0003HAYAIOIITIX
COOCTBEHHOCTh Ha MPOJYKTHI U YCIYTH, U 3aKaHYUBasi KHUTaMu, potorpadusimu,

KI/IHO(I)I/IJ'II)MaMI/I N MY3BIKAJIbHBIMU ITPOU3BCACHHUAMU.

ABTOpCKHE MpaBa - 3TO NpaBa Ha UHTEUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha IPOU3BEICHUS
HAayKH, JINTEPATYPhl U HCKYCCTBA. ABTOPCKHE MpaBa BbICTYNAIOT B KAUECTBE TapAHTUU TOTO,
YTO MHTEJUICKTYaJIbHBIN/TBOPUECKUH TPy aBTOpa HE OYJET HAPACHBIM, JACT EMY
CIpaBeIMBbIe BO3MOKHOCTH 3apad0TaTh Ha pe3ysibTaTaXx CBOEro TPYyAad, HOTyUUTh
M3BECTHOCTH U Npu3HaHue. Hukro 0e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOAUTH €T0

MPOU3BEICHUE, PACTIPOCTPAHATD, MyOIUYHO TEMOHCTPUPOBATH, MPOJIaBaTh, UMIOPTUPOBATH,



MycKaTh B MPOKAT, MyOJUYHO UCTIOJHSITH, TOKA3bIBATH/UCIIOIHATH B 3(pHpe WK pa3MeIaTh B

HNnrepnere.

Hcnonb3oBanue "mupaTckoro” mporpaMMHOTO 00ecrieueHus MOKET MPUBECTH K MHOTUM
pPHUCKaM: OT IOTEPU JAHHBIX K TBOUM aKKayHTaM J10 OJIOKMPOBKH TBOETO YCTPOUCTBA, I/e
YCTaHOBJICHA HelleralnbHas mporpamMma. He ctout taxxke 3a0bIBaTh, UTO CYIIECTBYIOT

JerajgbHbIC U OECIIaTHBIE MPOTPaMMbI, KOTOPBIE MOYKHO HAalTH B CETH.
O noprane

CereBrU4OK.p( - TBOM IJIaBHBIM COBETYMK B CETU. 3/1€Ch Thl MOKEIIb Y3HATh O 0€30MaCHOCTH
B CETU IOHATHBIM U JOCTYIIHBIM S3bIKOM, a IIPY BO3HUKHOBEHUH KPUTHYECKON CUTYaLUH
00paTUTHCS 32 COBETOM. A TaKke NPUHATh Y4acTHE B KOHKYpcaxX U CTaTh CaMbIM IIU(POBBIM

rpaxaaHuHOM !



